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if lock has ACL
and user pub key is
not listed, then lock

will not bother sending
a challenge

if user is authorized
to perform selected action,
request will be approved;
otherwise it will be denied

at this point, the reader can
forward the user's answer

to an external agent for
authorization, if desired

lock label, lock pub key

if key device is configured
for extra privacy, key device
will not send user public key
until human presses button

or selects the lock.

if display is available, 
show lock

lock advertising its label and
public key is implemented as

part of the service
discovery process
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communication error between user device and reader... 

all lights off after 5 sec

repeat ready-to-receive/signal-not-readable/amber-light-flashes until communication 
succeeds or as long as 5 seconds before all lights off
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device requires some time to charge before continuing with operation

red light flashes until user device is charged enough to continue.
ideally, the reader will transmit enough power for operation and a waiting period will
not be necessary.
a protocol can be added for the device to request additional power from the reader.

red light flashes


